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Introduction

With 75% of European children using the internet, some celebrate their youthful expertise while
others worry that they are vulnerable to new forms of harm. Policies to balance the goals of
maximising opportunities and minimising risks require an evidence-based approach.

Funded by the European Commission’s Safer Internet plus Programme, EU Kids Online (2006-
9) is a thematic network that aimed to identify, compare and draw conclusions from existing
and ongoing research on children and online technologies conducted in Europe.

Research teams from 21 European countries were chosen for diversity across countries and
range of research expertise: Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Denmark,
Estonia, France, Germany, Greece, Iceland, Ireland, Italy, Netherlands, Norway, Poland,
Portugal, Slovenia, Spain, Sweden, United Kingdom.

The network adopted an analytical framework which divided the research field into individual
(child-centred) and country (macro-societal) levels of analysis. This was operationalized by the
construction and testing of policy-relevant research questions and hypotheses. Both individual
and country level comparisons were contextualised in relation to the wider structures of
children’s lives.

The project objectives were to:

Identify and evaluate findings on children’s internet use, noting gaps in the evidence base.
Examine research contexts shaping the research agenda and identify best practice methods
Compare findings across Europe, contextualising similarities and differences.

Develop evidence-based policy recommendations for actions promoting safer internet use.

The evidence base *

The network constructed a publicly
accessible and fully searchable ‘Data
Repository’ of all empirical studies that
have been conducted and identified
across Europe, provided they meet a
certain quality threshold. The repository
contains details of 390 separate studies.

As shown in Figure 1, studies are
unevenly distributed across Europe, with
most research in Germany, the UK,
Denmark and least in Cyprus, Bulgaria,
Poland, Iceland, Slovenia and Ireland.

Despite research strengths in relation to
access and use, the existing knowledge
base reveals many gaps, especially for
certain types of risk, for younger children
and for new/mobile platforms. Figure 1: Number of studies identified by country (multicoded)

! Staksrud, E., Livingstone, S., Haddon, L., and Olafsson, K. (2008) What do we know about children’s use of online
technologies? 2™ ed, London: LSE. At www.eukidsonline.net, plus reports on research by country.
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sndad by the Eurcpaan Union

ks

To analyse the available research findings, children’s online opportunities and risks were
classified according to the child’s role in online communication and the substantive themes or
values of policy concern (Table 1).

Despite acknowledged difficulties of definition and overlap, it was clear that there is more
research on access and use than on online risks, with risk addressed in up to a third of all
studies.

Few studies include parenting issues, though countries with a good deal of research have more
studies about parenting than those with little research overall.

Research on online risks to children is fairly evenly divided across content, contact and conduct
risks overall, though few studies examine online risks in relation to young children.

Conduct:
child as actor

Contact:
Child as participant

Content:
Child as recipient

Self-initiated or collaborative
learning

Contact with others who share
one’s interests

Concrete forms of civic
engagement

Exchange among interest
groups

Being invited/ inspired to create
or participate

User-generated content creation

Social networking, shared
experiences with others

Expression of identity

Tracking/ harvesting personal
information

Gambling, illegal downloads,
hacking

Being bullied, harassed
or stalked

Bullying or harassing another

Meeting strangers, being
groomed

Creating/ uploading
pornographic material

Education learning Educational resources
and digital literacy
[%4]
(1]
= Participation and Global information
% civic engagement
=
S Creativity and Diversity of resources
g self-expression
Identity and Advice (personal/ health/
social connection sexual etc)
Commercial Advertising, spam, sponsorship
” Aggressive Violent/ gruesome/
= hateful content
=
Pornographic/harmful
sexual content
Racist, biased info/ advice
(eg, drugs)

Self-harm, unwelcome
persuasion

Providing advice eg, suicide/
pro-anorexia

Table 1: A classification of online opportunities and risks for children

Contexts of research

2

A range of social and political factors also shape research, including national efforts to
support internet diffusion and use, efforts to promote use of the internet in schools, and
reactive responses to public concerns. In some countries, especially those which have
gained internet access more recently, the EC has set the agenda for research on children
and the internet, with national governments often slower to follow.

Across Europe, the number of universities in a country, itself correlated with population size,
is a fair but not a strong predictor of the amount of research on children’s internet use.
Research is more established in countries which gained widespread access to the internet
earlier.

There is no straightforward or systematic relation between funding source and the amount or
type of study conducted across Europe. However, the low levels of research in some
countries reflect their reliance on public funding. In most countries, governments and industry
are the main funders of research: around half of what they fund goes to research that

2 Stald, G. and Haddon, L. (2008) Cross-cultural contexts of research: factors influencing the study of children and the
internet in Europe, London: LSE. At www.eukidsonline.net, together with reports on research by country.
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includes risk issues, and thus they fund a large proportion of the available research on risk.
Charities, NGOs, regulators, research councils and the EC fund far fewer studies, though
these are very likely to address risk.

In countries with higher use of the internet among children, media coverage plays a key role
in focusing the research agenda on safety and awareness issues. By far the majority of press
coverage on children and the internet is concerned with risks rather than opportunities: nearly
two-thirds of all stories referred to risks, whereas less than a fifth referred to opportunities.

Key research findings

Children’s use of the internet continues to grow, and at least as many parents are now also
online. Gender inequalities seem to be disappearing but socio-economic inequalities persist in
most countries.

The rank ordering of online risks experienced is similar across European countries, with giving
out personal information figuring as the most common risky behaviour; meeting an online
contact offline is much less common but it remains the most dangerous risk

Children from lower status homes are more exposed to risk online. Boys are more likely to
encounter (or create) conduct risks and with girls more affected by content and contact risks.

There is a positive correlation between use and risk: Northern European countries tend to be
‘high use, high risk’; Southern European countries tend to be ‘low use, low risk’; and Eastern
European countries tend to be ‘new use, new risk’.

Changes in the profile of children online 3

Eurobarometer surveys conducted in 2005 and 2008 by the Safer Internet Programme show
that children’s use of the internet continues to grow. In 2005, 70% of 6-17 year olds in the
EU25 used the internet. By 2008, this rose to 75% on average, though there was little or no
increase in use among teenagers. The most striking rise has been among younger children —
by 2008, 60% of 6-10 year olds were online. However, most research available focuses on
teenagers rather than young children.

Greater increases in internet use are evident in recent entrants to the EU in Central and
Eastern Europe. In other words, countries where use was low in 2005 have seen the greatest
increases in recent years, partly because many countries have already approached
‘saturation’. However, most research available focuses on countries where the internet is
already well-established rather than on countries new to the internet.

A further striking change from 2005 to 2008 is that as many parents are now online as children,
reversing the previous trend for teenagers especially to outstrip adults in terms of internet use,
although children may still ‘lead’ in amount/quality of use. In 2008, 85% of the parents of 6-17
year olds had ever used the internet, a significant increase from the 66% online in 2005. In
2005 more children were online than their parents, but no longer. Indeed, across the EU27,
only 9% of 6-17 year olds are online while their parents are not.

There is, therefore, decreasing evidence that children are the ‘digital natives’, because parents
are ‘catching up’ with teenagers (and were already ‘ahead’ of younger children). Only in
Estonia, Poland, Slovenia, Malta, Hungary, Lithuania, Slovakia, Portugal and Romania are
(slightly) more children online than parents — all countries where the internet is a relatively
recent arrival.

The analysis of internet use by age shows that use increases with each year the child gets
older and plateaus by the age of 10-11. In 2005, this plateau was not reached till 12-13. Long-
standing gender inequalities may be disappearing, though socio-economic inequalities persist
in most countries. Since most research, especially non-academic research, is quantitative, this
is better at revealing the frequency and distribution of children’s activities across the population
than at understanding children’s own experiences or perspectives in context.

% Hasebrink, U., Livingstone, S., Haddon, L., & Olafsson, K. (Eds.) (2009) Comparing Children's Online Opportunities and
Risks across Europe (2™ edition). At www.eukidsonline.net, plus national reports of findings in each country.
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There is a substantial body of evidence regarding children’s online usage, followed by their
online interests and activities. Fewer studies in each country consider their learning, skills,
frustrations, search strategies, creative activities, civic engagement or coping and safety
practices. At present, there is too little cross-nationally comparable evidence regarding the
take-up of online opportunities to permit cross-national European comparisons.

Comparing online risks to children

Coping with risk

Across Europe, notwithstanding considerable cross-national variation, the available findings
suggest that for online teenagers, the rank ordering of risks experienced is fairly similar in each
country. Giving out personal information is the most common risky behaviour followed by
encountering pornography online. And then seeing violent or hateful content. Being bullied (i.e.
‘cyber-bullied) comes fourth, then receiving unwanted sexual comments, while meeting an
online contact offline appears the least common though arguably the most dangerous risk.

In several countries, there is evidence that around 15%-20% of online teens report a degree of
distress or of feeling uncomfortable or threatened online. This provides some indication,
arguably, of the proportion of teenagers for whom risk poses a degree of harm.

Even though higher status parents are more likely than those of lower status to provide their
children with access to the internet, it seems that the children from lower status homes are
more exposed to risk online.

There are also gender differences in risk, with boys apparently more likely to encounter (or
create) conduct risks and with girls more affected by content and contact risks.

Last, it appears that older teenagers encounter more online risks than younger children, though
the question of how younger children cope with online risk remains little researched.

Countries were classified by degree of children’s internet use and degree of risk online. The
classification of countries as 'high risk' (i.e. above the European average), 'medium risk' (i.e.
around the European average) or 'low risk' (i.e. below the European average) is a relative
judgement based on findings in

the available studies reviewed. Children’s internet use
This suggested a positive RTHEES Low (< 65%) Medium (65%-85%) | High (> 85%)
correlation between use and
isk h b North Cyprus France
ris whereby orthern italy Germany
European countries tend to be .
“high use, high risk”; Southern Greece Austria Denmark
European countries tend to be ::g:ludm Sweden
“low use, low risk”; and Eastern
. Portugal
European countries tend to be spain
“new use, new risk” (Table 2).
Bulgaria Estonia
Table 2: A classification of Czech Republic Iceland
. . - Netherlands
countries by children’s internet use N
. . orway
and online risk Poland
Slovenia
UK

There is little consensus on what it means to ‘cope’ with or ‘be resilient’ to online risk, nor much
expertise in measuring this. Children’s responses to online risk appear to range from ignoring
the problem to checking website reliability or reporting it online, telling a friend or (rarely) a
parent or, for some, exacerbating the problem by forwarding on or responding with hostility.
These are not yet systematically studied and nor is their effectiveness evaluated.

Generally, it seems that children’s internet-related skills increase with age. Such skills are likely
to include children’s abilities to protect themselves from online risks although, perhaps
surprisingly, this has been little examined. However, there are difficulties measuring internet-
related skills as yet, and little available comparable research on children’s attitudes to the
internet. For example, boys often claim higher skill levels than girls, but this remains to be
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tested objectively, and little is known of how children evaluate websites, determine what is
trustworthy, cope with what is problematic and respond to what is dangerous.

There are cross-national differences in coping, it seems. Children’s perceived ability to cope
with online risk (as reported by parents in different countries, based on the 2005
Eurobarometer survey) reveals that high ability to cope is claimed for children in Austria,
Belgium, Cyprus, Denmark, France, Germany, and the UK; low ability to cope is claimed in
Bulgaria, Estonia, Greece, Portugal and Spain (intermediate countries are Czech Republic,
Ireland, Poland, Slovenia and Sweden).

Parental mediation of children online

The 2008 Eurobarometer survey found that, parents of 6-17 year olds in the EU27 were rather
or very worried about their child seeing sexually/violently explicit images (65%), being a victim
of online grooming (60%), getting information about self-harm, suicide or anorexia (55%), being
bullied online by other children (54%), becoming isolated from other people (53%) and giving
out personal/private information online (47%). A quarter of parents worry about all of these
risks. And parents worry more about girls and about younger children (though, as was seen
above, boys and teenagers encounter as many or more risks online).

Cross-national differences are also evident, largely related to the degree of internet diffusion: if
fewer children are online in a country, parents are more (not less) worried. Notably, parents in
France, Portugal, Spain, and Greece (all countries where children’s internet use is lower) are
far more worried than parents in high use countries like Denmark and Sweden.

Further, parents who are themselves online are less worried than those who are not. Getting
parents online is therefore likely to produce a good means of reducing anxiety as they will then
learn about the online experience and improve their online management skills.

As with most media, now including the internet, parents report various strategies for mediating
their children’s online activities. These include, first, imposing rules and restrictions; second,
social approaches — watching, sharing, talking about the internet with their children; and third,
using technical tools such as filtering, monitoring. Generally, parents prefer to talk to their child
about what they do online and to stay nearby when their child is online - for younger children,
because parents wish to share their experiences, for older teenagers because parents think
rules do not work or are inappropriate for their age, and for all children because parents wish to
trust their child and treat them with respect. Nonetheless, a substantial proportion reports using
each of the available strategies.

The 2008 Eurobarometer survey reveals that cultural values matter. The lower levels of worry
and of mediation among Nordic parents, despite their high internet use, may be due to more
laissez faire attitudes regarding the internet or greater confidence in their children. Parents in
Denmark and Sweden claim to mediate their children’s internet use much less than parents in
Germany, Greece, Ireland, Italy, Portugal, Spain and the UK. So too do parents in Estonia and
the Czech Republic, but this may rather reflect a relative lack of parental knowledge of the
internet. Overall, analysis of the 2008 Eurobarometer suggests that if parents are internet
users, they report more mediation of their child’s internet use; non-using parents mediate less.

Policy recommendations — maximising opportunities 4

The degree of internet diffusion influences children’s access and use. In countries where
access has become commonplace, it appears that gender and SES differences across
households are reducing. However, these differences (or inequalities) remain significant,
especially where access cannot (yet) be taken for granted.

E-inclusion policies should target countries where children’s internet use is relatively low (ltaly,
Greece, Cyprus), along with certain population segments (less well-off households, parents
who are not online) if the remaining 25% of EU children are to get online.

English language proficiency tends to be higher in Northern Europe, where both use and risks
tend to be average or high. It is possible that greater access to English language content

* de Haan, J. & Livingstone, S. (2009) EU Kids Online: Policy and Research Recommendations. At www.eukidsonline.net
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increases both opportunities and risks. Nonetheless, in small language (e.g. Czech Republic,
Slovenia, Greece), it is likely that children’s opportunities will be enhanced by greater provision
of online content.

There are some indications that the presence of a strong public service broadcaster or other
public content provider(s) for children plays a role in encouraging online opportunities and,
also, in avoiding online risks.

The overwhelming focus of media coverage on online risks rather than opportunities may
increase parental anxiety. Since there is a correlation between national levels of parental
internet use and parental anxiety about children’s internet use, the combination of low parental
use and media panics may exacerbate parental anxiety in some countries.

Little is known of how peer culture mediates children’s internet use, though previous research
has pointed to cross-national variations in the balance of family and peers as children grow
older, to the constraints on friendships in cultures where outside play is highly restricted, and
on the growth of media-rich bedrooms in individualised cultures.

Balancing empowerment and protection is crucial, since increasing online access and use
tends to increase online risks. Conversely, strategies to decrease risks can restrict children’s
online opportunities, possibly undermining children’s rights or restricting their learning to cope
with a degree of risk.

Balancing these competing goals requires a mix of regulation, media literacy and improved
interface design. Positive online provision is also important: there are growing indications that
such provision, if valued by children, directly benefits their development and reduces online
risks by encouraging valuable and valued activities.

Greater internet use is associated with higher levels of education, so educational achievement
may be expected to increase the extent and sophistication of internet use. However, gaps in
ICT provision and insufficient/ outdated provision of ICT in schools should be addressed, and
media education should be recognised and resourced as a core element of school curricula
and infrastructure.

Policy recommendations — minimising risks

There are good grounds to strengthen regulatory frameworks across Europe, especially in
some countries, since substantial proportions of children are encountering content, contact and
conduct risks, and since many children and parents lack the tools and skills by which they can
prevent or manage such exposure.

Self-regulatory provision in improving children’s safety online is to be welcomed and supported,
although it is not always transparent or independently evaluated. Children can only be
supported in managing the online environment if this is substantially regulated - by law
enforcement, interface and website design, search processes, content and service providers,
online safety resources, etc — just as they can only be taught to cross a road on which drivers
and driving are carefully regulated.

Where national internet access is greater, self regulation by the industry, including provision of
safety information provided by ISPs to complement that provided by government and NGOs,
appears also greater. The opposite — low levels of self-regulation in some countries resulting in
less safety information — is also true. Additionally, countries which appear to take a liberal
approach to state regulation (Bulgaria, Estonia) appear to be high risk for children online.

Priorities for future awareness-raising should concentrate on countries identified by research as
high risk (Estonia, the Netherlands, Norway, Poland, Slovenia, the UK); on countries which
have rapidly and recently adopted the internet, where access appears to exceed skills and
cultural adjustment (Bulgaria, Estonia, Greece, Poland, Portugal); and on countries where
children’s use exceeds parents’ use (Hungary, Malta, Poland, Romania).

Awareness-raising priorities should focus on younger children; on strategies to encourage
coping after exposure to risk; on addressing girls and boys differently; and on targeting less
privileged families, schools and neighbourhoods. Awareness-raising should encompass new
risks as these emerge, especially on mobile platforms and via peer-to-peer content and
services.



Policy must move beyond the division between child victims and adult perpetrators. Some
children perpetrate online risks, whether from malice, playfulness or mere accident; those who
tend to experience online risks may generate further risks; those who create risks may also be
victims; and those who are vulnerable online may lack adequate social support offline.

Although no-one doubts that parents are responsible for their children’s safety, evidence
suggests that they should not be relied upon as many are unaware or unable to mediate their
children’s online activities. Rules and restrictions do not fit well with the ethos of modern
parenting, especially in some countries, and it is unclear that parental strategies are effective in
reducing children’s exposure to risk or increasing their resilience to cope.

Given the growing impetus behind media literacy initiatives, it is timely to evaluate their
effectiveness in increasing children’s critical knowledge of the online environment. The
changing demands of a complex technological, commercial and, increasingly, user-generated
environment sets limits on children’s media literacy, hence the importance of co-and self-
regulation to support children’s media literacy.

Research recommendations
There are some significant gaps in the evidence base. Research priorities include:

younger children, especially in relation to risk and coping, though continually updated research
on teenagers is also important;

emerging contents (especially ‘web 2.0") and services (especially if accessed via mobile,
gaming or other platforms);

understanding children’s developing skills of navigation and search, content interpretation and
critical evaluation;

new and challenging risks, such as self-harm, suicide, pro-anorexia, drugs, hate/racism,
gambling, addiction, illegal downloading, and commercial risks (sponsorship, embedded or viral
marketing, use of personal data, GPS tracking);

how children (and parents) do and should respond to online risk;
how to identify particularly vulnerable or ‘at risk’ children within the general population;

evaluations of the effectiveness of technical solutions, parental mediation, media literacy, other
awareness and safety measures, both in terms of the ease of implementation and more
importantly in terms of their impact on risk reduction; this may vary for different groups of
children in different cultural contexts.

To advance this agenda, and since methods of researching children, the online environment, and
countries in comparative perspective are all demanding, EU Kids Online produced two reports on
methodology - a literature review and a best practice research guide, plus additional online
resources to guide researchers. All are available at www.eukidsonline.net, along with project
reports and further publications.®

® Lobe, B., Livingstone, S., Olafsson, K., Simdes, J. (2008) Best Practice Research Guide: How to Research Children and
Online Technologies in Comparative Perspective. At www.eukidsonline.net, plus a range of good practice resources.
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